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The appliance represents a deception device - real OS
on real hardware that is setup as a decoy to lure in
cyber-attackers. Its configured profiles are designed to
mimic the types of targets the attackers are interested
in. Since almost any access to this system should, by
definition, be suspicious, it detects breaches reliably
with precision and speed while keeping the number of
false positive IOC alerts near zero.
The device detects and captures new attacks and methods that are employed
during attacker's lateral move. It advertises and exposes a configurable set of
services that the attacker will inevitably explore. Additionally, the device
monitors itself for compromise and port scan indication. When any IOC event is
detected, it will be reported via email and/or syslog to the administrator. When
enabled, the device can initiate an active response to the attacker's machine.

Connecting the appliance to the network
What’s in the box
The product package contains the following items:
-‐ The appliance
-‐ (1) AC power cable, North American type
-‐ (1) Ethernet patch cable
-‐ Quick setup card
If any of the parts are damaged or missing, please contact us. If a re return of
the product is desired, original packaging and the box are required.

Before you begin
You will require a 85-264VAC power outlet and a network connection, DHCP
enabled.
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Wiring, power-up
Insert the power cable into the power connector on the backside and connect it
to the power outlet.

The Ethernet cable is connected to the front, Ethernet connector, next to the
display.

Within 60 seconds of being connected to a power source, the display will show
the host name, Ethernet IP address that is assigned to the appliance via DHCP
and the number of active events.

Initial setup
Web console access
Using a web browser connect via http or https to the IP address assigned to the
appliance (visible in the display area)
Ex: https://<assigned IP>/
The appliance uses a self signed certificate - please acknowledge the browser’s
warnings and/or add the site to the exception list. The certificate will regenerate at every restart of the appliance. When prompted for credentials, use
‘admin’ as the username and ‘secret’ as the password.
After the initial login, it is recommended to change the default password by
navigating to the menu ‘Go To>Change Password’ option. After the password is
changed, you will need to log off and log on again.

Events/Alerts
When a event is detected and an alert generated, the appliance will publish the
event on all enabled notification channels (SMS, Email, syslog), turn on the LED
indicator on the front panel of the appliance, update the alert count in the
display area and display a round white dot on the top left of the display when
the IP and host information is displayed.
Information that is sent via the notification channels is displayed in the top
section of the management console.

After your review is complete, clicking the ‘Delete all’ icon can clear the list of
the events. If you want to dismiss/hide the alert while keeping a record of it,
click on the X icon on the right side of the alert message. To display all records,
including the ones that were dismissed previously, toggle ‘Display confirmed
events’. All dismissed alerts will be displayed using a light blue color
background.

System settings
This section allows you to specify the appliance’s host name, the time zone, up
to 4 NTP servers and the host and port of the update service that will provide
firmware updates.
Note: The update server settings should be changed only when the appliance is
behind a firewall and the actual update server address is NAT-ted or the port
translated.

System information
By accessing this panel, the following information about the system will be
displayed in real time:
-‐ Uptime and load average
-‐ CPU temperature in Celsius
-‐ Software revision/build number
-‐ Total and available memory (kB)
-‐ List of IP, MAC and name of the active interfaces.

In addition to the information displayed on the photo above, the built in display
will show periodically the host name, Ethernet IP address and the number of
events/alerts that are active in the system.

Configure notification channels
Every time an event is detected, the appliance will send an alert via all enabled
notification channels:
-‐

-‐

Syslog. Please specify the address of the syslog server, the protocol
and the port that is listening on. The configured facility and level will be
applied to all alerts that are sent.
Email - SMTP (Simple Mail Transfer Protocol)

-‐

SMS via remote management center. If the appliance is registered to
use the remote management center, in addition to remote configuration
and availability monitoring, all alerts will be sent via SMS to a number of
cell phones configured in the remote management center app.

Network setup
Default networking settings are configured via DHCP. If you require a static IP
address to be configured, scroll down or use the menu option to navigate to the
‘Network’ option of the console. Change the protocol to ‘Static’ and fill the
address, netmask , gateway and DNS servers.
Click ‘Save Changes’ button to activate the settings.
The appliance has the capability to activate additional interfaces that will cause
the appliance to present multiple IP/MAC addresses on the network. Choose
‘Virtual interfaces’ option to specify how many additional interfaces are required
in addition to the default hardware interfaces. Once ‘Update’ button is clicked,
the appliance will reconfigure itself with the specified number of interfaces,
configured by default to be configured via DHCP. These new interfaces are
named vrlan1..vrlanX and can be individually configured to use static IP
addresses or continue using DHCP.
To remove the virtual interfaces, set the count to zero.
Note: the MAC address of the hardware and virtual interfaces will change every
time the number of interfaces is updated.

Whitelisting select devices
The appliance will discard all events generated by devices in the whitelist.
Usually this list includes machines or appliances that scan or probe the internal
network.

Active response
The appliance, if authorized, can initiate an ARP MITM attack on the IP address
that is associated with any of the alerts attempting to block it from accessing the
net. Because of the potential effects, please enable this feature after the
appliance is fully configured and monitored for a period of time. When this
feature is enabled and active due to an event being detected, the top
navigation bar will display a blinking red icon.

To remove an IP from the active list, click on the blinking icon, find the IP of
interest in the list and click on the X button to remove it from the list.

Sensors
In order to create a believable decoy, the appliance exposes a number of real
and simulated services that mimic services and software packages relevant to
your business domain. To minimize the configuration time, the ‘Quick’
configuration mode offers pre-packaged sensor configurations that can be

activated by selecting the closest vertical to your business domain, and
confirming the selection using the ‘Apply’ button.
The current configuration will be discarded and replaced by the selected vertical
package.

If you need to further customize the appliance’s sensors select ‘Advanced’
mode.

SSH
If enabled, any authentication attempts are reported via all configuration
channels immediately.

FTP
If enabled, any authentication attempts are reported via all configuration
channels immediately. The configuration screen allows the customization of the
FTP banner message.

WEB
If enabled, any access to port 80 or 443 that is not authenticated within 30
seconds will be reported.

File share
If enabled, the appliance will expose a network shared drive where a number of
dummy files will be present. Any connections and access of the files will be
reported immediately.

Port scan
If enabled, the appliance will monitor port-scanning attempts. The configuration
screen allows the customization of the port scanning detection algorithm.

Low interaction services
This sensor allows multiple custom services to be created based on a selection
from a predefined list of known ports exposed by various applications from
multiple verticals or a custom low interaction workflow.
To create a new service definition, select the + icon on the sensor’s main
configuration panel. A new record will be created and added to the list above.
Follow the edit instructions to complete the configuration.
To edit an existing definition, select a record from the list above and click on the
pencil icon.

After all the edits are complete, you must click on ‘Save changes’ button to
persist and apply the changes.

Editing a service record
The following screen is displayed when a record is being edited:

The user can specify the port and protocol by clicking on the magnifying glass
icon. From here you can choose from a list of services as defined by IANA.

To select a service, either navigate until you find the service of interest, or search
using the top right entry field (all data elements on the screen are searchable).
Click ‘Select’ to confirm the choice. The selected port and protocol as well as
the service name will be auto filled in the service configuration screen.
The next choice is to select the interaction type as:
-‐ Predefined. At the time of writing this manual, two options are available
o Close: wait for input and close the channel after the CR is received.
o Echo: send back the input after the CR is received.
-‐ Custom rules. Multiple rule entries can be added and will be evaluated in
the sequence in the list, every time there is new input available. To
reorder the list, select a rule entry and use the

icons.

A rule comprises of a regex expression that is applied on the input data.
If there is a match, the rule will be executed and the remainder rules will
not be executed.
If a rule is to be executed, the response data must be specified as well as
it’s encoding type. By using Base64 encoding, a larger character set can
be used.
Also, a toggle switch can specify if the connection is to be closed after
the response data is sent back.

Host intrusion detection
This sensor monitors the appliance’s file system and processes as well as any
outbound traffic. If enabled, any unauthorized change to the filesystem and
unexpected process or communication that is initiated from within the appliance
will trigger an event to be generated. The configuration screen allows the
administrator to specify a whitelist of IPV4 addresses or ranges in CIDR
notation. Please note that enabling various notification channels (for example
syslog) will cause the underlying transport to be automatically whitelisted.

Remote - API
Deploying remote sensors on additional servers or desktops within your
enterprise will extend the appliance’s monitoring area. These remote sensors
can be written in a language of your choice, using a very simple but powerful
JSON based API. Additionally, yourAngler co. has a number of pre-built java
applications that can be executed virtually anywhere you can install a java virtual
machine. For example, the Remote File system sensor will monitor a folder and
its subfolders for changes. Remote RegEx log monitor can be configured to
monitor an application log for RegularExpressions matches.
The API uses a TCP or UDP listener, on a port that defaults to 1234. It is
recommended that you reconfigure the API listener to use a different IP port.
The sender process must send the data using JSON encoding using a TCP or
UDP connection to the above port. For details regarding JSON format please
see the following links:
https://www.json.org/	
  

https://tools.ietf.org/html/rfc7159	
  
To process an inbound event, the received data must contain a key called ‘key’
with a value identical to the one configured in the appliance’s API configuration
page. If these values are not matching, the appliance will silently discard the
event. All remaining keys and source IP related information will be collected and
used to generate a notification message distributed via the configured
notification channels.
Examples:
How to make an UDP API call from shell on a linux platform:
echo "{'key':'abc', 'key1':'v1','key2':'v2' }" > /dev/udp/<APPLIANCE_IP>/<PORT>

How to make an TCP API call from shell on a linux platform:
echo "{'key':'abc', 'key1':'v1','key2':'v2' }" > /dev/tcp/<APPLIANCE_IP>/<PORT>

The appliance’s IP address can be found in the ‘info’ section of the web console
or displayed on the built in OLED display (Ethernet IP).

The API function can be enabled or disabled by toggling ‘Remote API events’
button.
On the configuration screen, clicking ‘Reset to defaults’ button, port will be reset
to 1234, the protocol will be set to UDP and the key will be regenerated.

Firmware and upgrade
Reset the settings
To reset the appliance to the factory defaults of the latest firmware that was
successfully loaded follow the following steps in sequence:
-‐ Power-off the appliance – disconnect it from the power outlet.
-‐ Press and hold the button on the right side of the back panel.
-‐ While continuing to hold the power button, connect the power back to
the appliance until the display area says ‘Restoring firmware’
-‐ Release the button. The appliance will delete all settings and replace
them with a factory configuration and initiate a subsequent restart. After
restart, the appliance will request a IP address via DHCP. You will have to
adjust the web console URL to specify the new IP address
(https://<assigned IP>/)
-‐ Follow the instruction from ‘Initial setup’ section in this document

Upgrading the firmware
The appliance can automatically update itself to the latest version of the
available firmware while keeping the current settings active, by setting the
‘Automatic updates’ flag under the system setting page. If the flag is not set,
then the administrator can manually force an upgrade and can specify to keep or
discard the current configuration.
Note: the system settings page contains the IP/FQDN and port of the update
service.

Technical support
Than you for your purchase. If you require assistance setting up the appliance,
please do not hesitate to contact us via email support@yourangler.com. For
quick answers, please visit htto://faq.yourangler.com

